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Purpose

This guide instructs the kernel driver integration development for Huawei modules
based on Linux operating system (OS), such as Android, Ubuntu and Chrome OS. It is
intended for the driver developers of the products based on Linux kernel OS.
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Scope

Item Description

Applicable

operating Linux, Android, and Chrome
systems (OSs)

Applicable

network WCDMA, CDMA, and LTE
standards

Inapplicable Versions earlier

kernel version

than 2.6.12

Not applicable

Applicable kernel
versions

2.6.12-2.6.21

Supports USB serial port driver integration
(see chapter 4 "USB Serial Port Driver
Integration™)

2.6.22-2.6.31

e Supports USB serial port driver integration
(see chapter 4 "USB Serial Port Driver
Integration™)

¢ Supports CDC ECM driver integration (see
chapter 5 "CDC ECM Driver Integration")

2.6.32-3.8

® Supports USB serial port driver integration
(see chapter 4 "USB Serial Port Driver
Integration™)

¢ Supports CDC ECM driver integration (see
chapter 5 "CDC ECM Driver Integration")

e Supports power management integration
(see chapter 7 "Power Management
Integration™)

Issue 2.0 (2014-12-12)
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Item Description

® Supports USB serial port driver integration
(see chapter 4 "USB Serial Port Driver
Integration”)

¢ Supports CDC ECM driver integration (see
chapter 5 "CDC ECM Diriver Integration™)

3.9 or later e Supports CDC MBIM driver integration
(see chapter 6 "CDC MBIM Driver
Integration”)

* Supports power management integration
(see chapter 7 "Power Management
Integration™)
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3 Overview

This document describes how to modify the Linux kernel codes so customer systems
(such as the Android system) can properly load Huawei modules.

Two types of drivers may be required for Huawei modules in Linux.

® Huawei-developed port: If this type of port is used, the general drivers must have
adaptation data integrated before being used for Huawei modules. The adapted
drivers are named option.

®  General port: If this type of port (such as the ECM and MBIM ports) is used, the
general drivers can be directly used for Huawei modules.

Set the kernel compilation configuration items for all drivers to make sure the drivers
can be compiled in kernels.

Huawei Proprietary and Confidential
Issue 2.0 (2014-12-12) Copyright © Huawei Technologies Co., Ltd. 10



g'é Guide to Kernel Driver Integration in Linux for
HUAWEI Huawei Modules USB Serial Port Driver Integration

USB Serial Port Driver Integration

After the USB serial port driver is integrated in Linux, Huawei modules can provide the
most basic functions.

4.1 Context

The USB serial port driver involves Huawei-developed ports, including the Modem,
PCUI, Diag, GPS, and GPS Control ports.

e Modem port: used for interaction between Linux and a Huawei module for
PPP-Modem dial-up connections and data services.

® PCUI port: used for interaction between Linux and a Huawei module for AT
command execution.

® Diag port: used to capture logs on a Huawei module.

® GPS and GPS Control ports: used to send GPS commands and obtain GPS
NMEA information.

USB serial port driver integration requires modification of the following Linux kernel
source code files:

linux src/drivers/usb/serial/option.c
linux_src/drivers/usb/serial/usb_wwan.c

linux src/include/linux/usb.h

4.2 Source Code File Modification
4.2.1 Adding Macro Definitions

Step 1 (Optional) If the following macro definitions are not contained in the usb.h file under
linux_src/include/linux, add them, as shown in Figure 4-1 :

#define USB_VENDOR AND INTERFACE INFO(vend, cl, sc, pr) \
.match _flags = USB _DEVICE ID MATCH INT INFO \

| USB_DEVICE ID MATCH VENDOR, \

Huawei Proprietary and Confidential
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.idVendor = (vend), \
.bInterfaceClass = (cl), \
.bInterfaceSubClass = (sc), \

.bInterfaceProtocol (pr)

Figure 4-1 Adding macros to the usb.h file

Zdefine USB_DEVICE_AND_INTERFACE_INFO(wvend, prod, cl, sc, pr)
.match_flage = USE_DEVICE_ID_MATCH_INT_INFO 4,
| USE_DEVICE_ID_MATCH_DEVICE, b
Jdvendor = (wend), \
J1dProduct = (prod), \
bInterfaceClazs = (cl),
bInterfaceSubClass = (sc), |
.bInterfaceProtocol = (pr)

Zdefine USB_VENDOR_AND_INTERFACE_INFO(vend, I, sc, pr) |
.match_flags = USE_DEWVICE_ID_MATCH_INT_INFO Y,
| USB_DEVICE_ID_MATCH_WENDOR, %
idvendor = (vend),
biInterfaceClass = (cl), \
bInterfaceSubClass = (sc), \
.bInterfaceProtocol = (pr)

Step 2 Add the following statements to the ID list of static const struct usb_device_id
option_ids][] in the option.c file under linux_src/drivers/usb/serial to match device
data:

L] noTE

e Make sure the following statements are added in the option.c file. Otherwise, USB port
mappings of the module may be abnormal.

e The items in the brackets correspond to the VID, InterfaceClass, InterfaceSubClass, and
InterfaceProtocol, respectively.

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, Oxff,
0xff) },

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x01,
0x01) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x01,
0x02) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x03) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x04) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x05) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x06) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x31) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x32) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x33) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x34) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x35) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x36) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x61) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x62) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x63) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x64) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x65) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x66) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x0A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x0B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x0D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x0E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x0F) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x3Aa) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, O0xff, 0x01,
0x3B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x3D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x3E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, O0xff, 0x01,
0x3F) 1},
Huawei Proprietary and Confidential
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x6A) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x6B) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x6D) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x6E) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
O0x6F) 1},
{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x10) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x12) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x13) 1},
{ USB VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x14) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x15) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x17) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x18) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x19) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x1a) },
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x1B) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
ox1c) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x1D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x48) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x49) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x4a) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x4B) 1},
Huawei Proprietary and Confidential
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x4C) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x4D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x72) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x01,
0x73) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x01,
0x74) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x01,
0x75) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x78) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x79) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x01,
O0x7A) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x7B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x01,
0x7C) },

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x01,
0x7D) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x01) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x02) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x03) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x04) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x05) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02Z,
0x06) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x31) 1},

{ USB_VENDOR_AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x32) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x33) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x34) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x35) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x36) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x61) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x62) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x63) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x64) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x65) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x66) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x0Aa) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x0B) 1},
{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x0D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x0E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x0F) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x3A7A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x3B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x3D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x3E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x3F) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x6A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x6B) 1},
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{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x02,
0x6D) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x02,
O0x6E) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x02,
0x6F) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x10) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x12) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x13) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x14) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x15) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x17) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x18) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x19) },

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
Ox1A) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x1B) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x1C) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x1D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x48) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x49) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
Ox4A) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x4B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x4C) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x4D) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x72) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x73) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x74) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02,
0x75) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x02Z,
0x78) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x79) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x7a) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x7B) },
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x7C) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x02,
0x7D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x01) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x02) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x03) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x04) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x05) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x06) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x31) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x32) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x33) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x34) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x35) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
0x36) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x61) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x62) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
0x63) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x64) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x65) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x66) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x0R) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x0B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x0D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x0E) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x03,
0x0F) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x3A) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
0x3B) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x03,
0x3D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x3E) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x3F) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x03,
0x6A) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x6B) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x6D) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x03,
0x6E) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
O0x6F) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x10) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x12) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
0x13) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x14) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x15) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x17) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x18) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x19) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x1Aa) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x1B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x1C) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x1D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x48) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x49) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x4an) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x4B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x4cC) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x4D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x72) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x73) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
0x74) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x75) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x78) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x03,
0x79) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x7A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x7B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
ox7cC) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x03,
0x7D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x01) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x02) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x03) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x04) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x05) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x06) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x31) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x32) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x33) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x34) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x35) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x36) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x61) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x62) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x63) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x64) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x65) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x66) 1},
{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x0Aa) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x0B) },
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x0D) 1},
{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x0E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x0F) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x3A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x3B) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x3D) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x3E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x3F) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x6A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x6B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x6D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
Ox6E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
Ox6F) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x10) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x12) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x13) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x14) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x15) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x17) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x18) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x19) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x1Rn) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x1B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x1C) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x1D) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x48) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x49) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x4A) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x4B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x4C) 1},

{ USB_VENDOR_AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x4D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x72) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x73) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x74) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x04,
0x75) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x78) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x04,
0x79) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x7A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x7B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x7C) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x04,
0x7D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x01) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x02) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x03) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x04) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x05) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x06) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x31) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x32) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x33) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x34) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x35) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, O0xff, 0x05,
0x36) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
O0x61l) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x62) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x63) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x64) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x65) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x66) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x0A) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x0B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x0D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x0E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x0F) 1},
{ USB VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x3A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x3B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x3D) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x3E) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x3F) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x6A) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x6B) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x6D) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
Ox6E) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x6F) 1},
{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x10) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x12) 1},
{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x13) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x14) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x15) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x17) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x18) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x19) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x1A) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x1B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x1C) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x1D) },

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x48) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x49) },

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
Ox4A) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x4B) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x4C) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x4D) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x72) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x73) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x74) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x75) },

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x78) },

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x79) 1},
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{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x7A) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x7B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x05,
0x7C) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x05,
0x7D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x01) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x02) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x03) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x04) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x05) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x06) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x31) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x06,
0x32) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, O0x0¢,
0x33) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x34) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x06,
0x35) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x0¢,
0x36) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x61) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x06,
0x62) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x63) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x64) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x65) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x06,
0x66) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0xO0o0,
0x0A) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x0B) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0xO0o0,
0x0D) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0xO0o0,
0x0E) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x0F) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x3R2) },

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x3B) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x3D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x3E) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x3F) },

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x06,
0x6A) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x0¢,
0x6B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x6D) 1},

{ USB_VENDOR_AND_INTERFACE_INFO(HUAWEI_VENDOR_ID, Oxff, 0x06,
0x6E) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
Ox6F) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x10) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x12) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x13) },

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x14) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x15) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x06,
0x17) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x18) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x19) 1},

{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x06,
Ox1A) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x1B) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x1C) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x1D) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x48) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x49) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x4R) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x4B) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x06,
0x4cC) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x0¢,
0x4D) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x0¢,
0x72) 1},

{ USB _VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, O0x06,
0x73) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x74) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x75) },

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x78) 1},

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x79) },

{ USB_VENDOR _AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x7R) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x7B) 1},
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{ USB_VENDOR AND INTERFACE INFO(HUAWEI VENDOR ID, Oxff, 0x06,
0x7C) 1},

{ USB_VENDOR AND INTERFACE INFO (HUAWEI VENDOR ID, Oxff, 0x06,
0x7D) 1},

4.2.2 Adding the Zero Packet Mechanism

Step 1

Step 2

Step 3

As required by the USB protocol, add the mechanism for processing zero packets
during transmission to the usb_wwan.c file under linux_src/drivers/usb/serial:

Define the values of bcdUSB and vid, as shown in Figure 4-2 .
Add #define HW_bcdUSB 0x0110 to define the value of bcdUSB.
Add #define HUAWEI_VENDOR_ID 0x12d1 to define the value of vid.

Figure 4-2 Defining the values of bcdUSB and vid

#define N_IN_URB 4

#define N_OUT_URB 4

#define IN_BUFLEN 4035&

#define OUT_BUFLEN 403&

Edefine HW_bcdUSB 0x0110

Edefine HUAWEI_VENDOR_ID 0x1241

The details are as follows:
#define HW bcdUSB 0x0110

#define HUAWEI VENDOR ID 0x12dl

Add struct usb_host_endpoint *ep=NULL; to the usb_wwan_write function, as
shown in Figure 4-3 .

Figure 4-3 Adding struct usb_host_endpoint *ep=NULL;

int USb_Wwan_ertE(struct tty_struct *thy, struct usb_serial_port *port,

const unsigned char *buf, int count)

i
struct usb_wwan_port_private *portdata;
struct usb_wwan_intf_private *intfdata;
int i;
int left, todo;
struct urb *this_urb = NULL; / * spurious */

[struct usb_host_endpoint Fep=NULL;

The details are as follows:
struct usb_host endpoint *ep=NULL;

Add the following statements to the sb_wwan_write function, as shown in Figure
4-4

if ((HUAWEI VENDOR ID == port->serial->dev->descriptor.idVendor)
&& (HW bcdUSB != port->serial->dev->descriptor.bcdUSB)) {

ep = usb pipe endpoint (this urb->dev, this urb->pipe);
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if(ep && (0 != this urb->transfer buffer length)
&& (0 == this urb->transfer buffer length %

ep->desc.wMaxPacketSize)) {

this urb->transfer flags |= URB_ZERO PACKET;

Figure 4-4 Adding statements to the sb_wwan_write function

memcpy(this_urb- =transfer_buffer, buf, todo);
this_urb- =transfer_buffer_length = todo;

if((HUAWEI_VENDOR_ID == port- >serial- »dev- >descriptor.idvendor)
&& (HW_bcdUSB | = port- =serial- »dev- =descriptor.bcdUSE)){
ep = usb_pipe_endpoint(this_urb- =dev, this_urb- =pipe);
if(ep && (0 ! = this_urb- =transfer_buffer_length)
&8 (0 == this_urb- =transfer_buffer_length % ep- >desc.wMaxPacketSize)){]
this_urb- =transfer_flags | = URBE_ZEROC_PACKET;
3

1
I

spin_lock_irgsave(&intfdata- =susp_lock, flags);

if (intfdata- =suspended) {
usb_anchor_urb(this_urb, &portdata- =delayed);
spin_unlock_irgrestore(&intfdata- =susp_lock, flags);

-

4.3 Compilation Configuration

In the .config file under linux_src, modify the configuration options related to the
USB serial port driver and PPP dial-up connections as follows:
e  Configuration options related to the USB serial port driver:
CONFIG USB SERIAL=y
CONFIG USB SERIAL OPTION=y
CONFIG USB SERIAL WWAN=y

(L] noTE

For details about how to modify the configuration options related to the USB serial port driver
from the make menuconfig user interface, see section 8.1 "Compilation Configuration Options
for USB Serial Port Driver".

®  Configuration options related to PPP dial-up connections:
CONFIG PPP=y
CONFIG_PPP MULTILINK=y
CONFIG PPP FILTER=y
CONFIG PPP ASYNC=y
CONFIG_PPP_SYNC TTY=y
CONFIG PPP DEFLATE=y
CONFIG PPP BSDCOMP=y
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L] noTE

For details about how to modify the configuration options related to the PPP dial-up connections
from the make menuconfig user interface, see section 8.2 "Configuration Options Related to
PPP Dial-up".

Huawei Proprietary and Confidential
Issue 2.0 (2014-12-12) Copyright © Huawei Technologies Co., Ltd. 32



g'é Guide to Kernel Driver Integration in Linux for
HUAWEI Huawei Modules CDC ECM Diriver Integration

CDC ECM Driver Integration

5.1 Context

The CDC ECM driver is a general ECM driver for Huawei modules without the need
for code modifications. Only compilation configuration is required. CDC ECM driver
integration is applicable to kernel version 2.6.22 or later. After the CDC ECM driver is
integrated in Linux, Huawei modules can provide data services.

For kernel versions earlier than 2.6.22, to use data services using PPP-Modem
dial-up connections, set the configuration options related to the PPP dial-up
connections in Linux (for details, see section 4.3 "Compilation Configuration"). This
method also applies to kernel version 2.6.22 or later.

5.2 Compilation Configuration

In the .config file under linux_src, modify the configuration options related to the
CDC ECM driver as follows:

CONFIG_USB USBNET=y
CONFIG_NETDEVICES=y

CONFIG_USB NET CDCETHER=y

L] noTE

For details about how to modify the configuration options related to the CDC ECM driver from
the make menuconfig user interface, see section 8.3 "Compilation Configuration Options for
CDC ECM Driver".
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CDC MBIM Driver Integration

6.1 Context

The CDC MBIM driver is a general driver for Huawei modules without the need for
code modifications. Only compilation configuration is required. CDC MBIM driver
integration is applicable to kernel version 3.9 or later.

6.2 Compilation Configuration

In the .config file under linux_src, modify the configuration options related to the
CDC MBIM driver as follows:

CONFIG_USB USBNET=y
CONFIG_NETDEVICES=y

CONFIG_USB NET CDC_MBIM=y

1] noTE

For details about how to modify the configuration options related to the CDC MBIM driver from
the make menuconfig user interface, see section 8.4 "Compilation Configuration Options for
CDC MBIM Driver".
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Power Management Integration

Power management integration is applicable to kernel version 2.6.32 or later.

7.1 Power Management Integration for the USB Serial Port
Driver

Linux kernels in version 2.6.32 or later versions have the selective suspend feature for
USB serial port drivers. Therefore, to enable this feature and the USB serial port
drivers will support the selective suspend feature for power management.

7.1.1 Source Code File Modification

Step 1 Inthe option.c file under linux_src/drivers/usb/serial, find the functions to which the
structure attach (under option_1port_device) direct.

In different versions, the functions directed are different. In version 2.6.35, the function
to which attach direct is usb_wwan_startup(), as shown in Figure 7-1 .
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Figure 7-1 Finding the functions directed

static struct usb_serial_driver option_1port_device = {
driver = {
.owner = THIS_MODLULE,
.name =  "option1",
}r
.description = "G5M modem (1-port)",
ush_driver = Roption_driver,
Jid_table = gption_ids,
num_ports =1,
.prabe = option_probe,
.open = usb_wwan_open,
close = usb_wwan_close,
Adtr_rts = usb_wwan_dtr_rts,
JWrite = usb_wwan_write,
write_room = usb_wwan_write_room,
.chars_in_buffer = usb_wwan_chars_in_buffer,
.=et_termios = usb_wwan_set_termios,
tiocmget = usb_wwan_tiocmget,
tiocmset = usb_wwan_tiocmset,
[-attach = usb_wwan_startup, |
.disconnect = usb_wwan_disconnect,
release = usb_wwan_release,
.read_int_callback = option_instat_callback,
#ifdef CONFIG_PM
suspend = usb_wwan_suspend,
Jresume = usb_wwan_resume,
#endif
H

Step 2 In the usb_wwan.c file under linux_src/drivers/usb/serial, define
usb_wwan_startup(). Then, add the following statements, as shown in Figure 7-2 , to
enable the selective suspend feature: (Before adding usb_wwan_startup(), add
#define HUAWEI_VENDOR_ID 0x12d1.)

if (serial->dev->descriptor.idVendor == HUAWEI VENDOR ID) ({
if ( 0 != (serial->dev->config->desc.bmAttributes & 0x20)) {
usb enable autosuspend(serial->dev);

}

}

Figure 7-2 Adding statements to enable the selective suspend feature

int usb_wwan_startup(struct usb_serial *serial)
1

int i, j, err;

struct usb_serial_port *port;

struct usb_wwan_port_private *portdata;

ug *buffer;

dbg("%s=", _ func__);

if (serial- =dev- =descriptor.idvendor == HUAWEI_VENDOR_ID) {
if ( 0! = (serial- =dev- =config- >desc.bmattributes & 0x20))4{
usb_enable_autosuspend(serial- =dev);

1
i
1
K

(L] noTE

The reset_resume function is used to reset a suspended USB device. If this function is
removed, skip step 3.
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Step 3 In the option.c file under linux_src/drivers/usb/serial, add the following statement
to the option_driver structure to invoke the reset_resume function, as shown in
Figure 7-3:

.reset resume = usb serial resume,

Figure 7-3 Adding the statement to invoke the reset_resume function

static struct usb_driver option_driver = {
.name = "option",
.probe = usb_serial_probe,
.disconnect = ush_serial_disconnect,

gifdef CONFIG_FM
.suspend = usb_serial_suspend,
[ESUME = usb_serial_resume,
[.reset_resume = usb_serial_resume,|
Ssupports_autosuspend = 1,

#endif
.id_table = option_ids,
.no_dynamic_id = 1,

7.1.2 Compilation Configuration

In the .config file under linux_src, modify the configuration options of the Linux
kernel as follows:

CONFIG_USB_SUPPORT=y
CONFIG _USB =y
CONFIG_PM RUNTIME=y

CONFIG_USB_SUSPEND=y

7.2 Power Management Integration for the CDC ECM
Serial Port Driver

To enable selective suspend feature, add the contents enclosed in the red rectangle in
the following figure into the usbnet_probe() function in the
linux_src/drivers/net/usb/usbnet.c. As shown in the following figure, first add the
macro of #define HUAWEI_VENDOR_ID 0x12d1.

usb_set_intfdata (udewv, dev);

if{xdev- =descriptor.idvendor == HUAWEI_WENDOR_ID){
if{ 0 1= (xdev- =config- =desc.brmatributes & 0xz0)) 4
usb_enable_autosuspend{xdev);

¥

netif_device_attach {net);

if (dew- =driver_info- =flags & FLAG_LINK_IMNTR)
netif_carrier_offinet);

return o;

The details are as follows:

Huawei Proprietary and Confidential
Issue 2.0 (2014-12-12) Copyright © Huawei Technologies Co., Ltd. 37



g'é Guide to Kernel Driver Integration in Linux for

HUAWEI Huawei Modules Power Management Integration
if (xdev->descriptor.idVendor == HUAWEI VENDOR ID) {
if( 0 !'= (xdev->config->desc.bmAttributes & 0x20)) {

usb enable autosuspend (xdev) ;

7.3 Power Management Integration for the CDC MBIM
Serial Port Driver

To enable selective suspend feature, add the contents enclosed in the red rectangle in
the following figure into the usbnet_probe(...... ) function in the
linux_src/drivers/net/usb/usbnet.c. As shown in the following figure, first add the
macro of #define HUAWEI_VENDOR_ID 0x12d1.

usb_set_intfdata (udewv, dev);

if{xdev- =descriptar.idvendar == HUAWEI_WENDOR_ID){
if{ 01 = (xdev- =config- =desc.brmatributes & oxzo))d
ush_enable_autosuspend{xdev);

}

netif_device_attach {net);

if (dew- =driver_info- =flags & FLAG_LIMK_IMNTR)
netif_carrier_offinet);

return o;

The details are as follows:
if (xdev->descriptor.idVendor == HUAWEI VENDOR ID) {
if( 0 != (xdev->config->desc.bmAttributes & 0x20)) {

usb enable autosuspend (xdev) ;

7.4 Delay Time for Selective Suspend Mode

When the power management is enabled, the delay time for selective suspend is 2s
by default. That is to say, if the USB communication between the terminal equipment
and module is idle for more than 2s, the USB HOST will make USB module go into
suspend automatically. The customer can change the delay time based on actual
needs and information in Table 7-1 .
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Table 7-1 Minimum delay time for selective suspend mode

Module | Minimum Delay Time for | Reason
Name Selective Suspend Mode

MU736 | 5s The GPS data submission cycle will be
relatively long for the first time. Setting
the minimum delay time as 5s guarantees
sufficient time for data submission.

Modifications need be made in the information in the red rectangle shown in Figure
7-4 .

Figure 7-4 Modifying area

=tatic int nousb;/ ¥ Thsable USE when bBullt inte kernel image ¥/

#ifdef ONFIG_USB_SUSPEND
Efatic inf ush aufosuspend delay = ;7 ¥ Default delay value,™ 10 seconds ¥/

module_param_named(autasuspendr ush autosuspend delay, int, 0g44);
MODULE_PP.RM_DESC(autosuspend, "default autosuspend delay");

The details are as follows:

static int usb autosuspend delay = 2;/* Default delay value,* in
seconds */

Change the value of usb_autosuspend_delay to a desired delay time.

L] noTE

e Make sure the delay time is longer than the GPS data submission cycle; otherwise the
product may enter suspend mode before a GPS data submission cycle ends.

e See AT"WPDFR in module's AT Command Interface Specification for the time settings of
the GPS data submission cycle. By default, the GPS data submission cycle is 1s, and the
minimum delay time for the selective suspend mode is 2s.
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8 make menuconfig Configuration

8.1 Compilation Configuration Options for USB Serial
Port Driver

Huawei Proprietary and Confidential
Issue 2.0 (2014-12-12) Copyright © Huawei Technologies Co., Ltd. 40



g'é Guide to Kernel Driver Integration in Linux for

HUAWEI Huawei Modules make menuconfig Configuration

8.2 Configuration Options Related to PPP Dial-up
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8.3 Compilation Configuration Options for CDC ECM
Driver
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8.4 Compilation Configuration Options for CDC MBIM
Driver
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8.5 Configuration Options for Power Management
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FAQ

9.1 How to check whether the correct USB serial port
driver exists in the kernel?

Open Terminal and run the command dmesg to check the kernel log information. If
the following information (or similar information) exists in the kernel log, the correct
USB serial port driver has been integrated into the kernel.

9.2 How to check whether the correct CDC ECM serial port
driver exists in the kernel?

Open Terminal and run the command dmesg to check the kernel log information. If
the information in the red rectangle in the following figure exists in the kernel log, the
correct CDC ECM serial port driver has been integrated into the kernel.
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9.3 How to obtain the port mapping information of the
board?

Step1 Runthe command dmesg to check whether the driver for Huawei modules has been
loaded successfully. If the information in the red rectangle in the following figure exists
in the kernel log, the correct driver has been loaded successfully. (The value of
idProduct varies with the actual product.)

Step 2 Run the command |s /dev/ttyUSB* to query the device file names of Huawei modules'
ports (such as the Modem and PCUI ports)

For most of Huawei modules, the device file name of the Modem port is /dev/ttyUSBO,
the device file name of the Diag port is /dev/ttyUSB1 and the device file name of the
PCUI port is /dev/ttyUSB2.
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9.4 What can I do if the port number does not start from

ttyUSBO?

Check the ttyUSB port usage. Check whether the ttyUSB port is released when the
module is disconnected.

9.5 How do I manually load the USB serial port driver?

Step 1

Step 2

Step 3

Confirm that the compilation configuration described in chapter 4 "USB Serial Port
Driver Integration” is complete.

Query the module VID and PID.

In Linux, run the Isusb command to obtain the VID and PID. If this command is not
supported, query the VID and PID in Windows or follow the instructions in the module
documentation.

If the VID is 12D1 and PID 1573, the module is identified correctly.

Open Terminal and run echo "12d1
1573" >/sys/bus/usb-serial/drivers/option1l/new_id.

Run dmesg or Is /dev/ttyUSB*.

* specifies the port number.

9.6 How do I provide required logs if port mapping fails
or the corresponding ports are not found?

Step 1

Step 2

Step 3

Step 4

Step 5

Open Terminal, run the command dmesg, and save the output to the dmesg.txt file.

Run the command Is —I /sys/bus/usb/drivers/ and save the output to the logcat.txt
file. Make sure the option folder is available under /sys/bus/usb/drivers/ where the
logcat.txt file is placed.

Run the command Is =l /sys/bus/usb/drivers/option/***/ and save the output to the
logcat.txt file.

Run the command cat /sys/bus/usb/drivers/option/***/bInterface* and save the
output to the logcat.txt file.

Run command the cat /proc/bus/usb/devices and save the output to the logcat.txt
file. If the command cannot be executed, skip this step.
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Abbreviations
Abbreviations Full Spelling
CDC Communications Device Class
CDMA Code Division Multiple Access
ECM Ethernet Networking Control Model
GPS Global Positioning System
LTE Long Term Evolution
MBIM Mobile Broadband Interface Model
(O] Operating system
PPP Point-to-Point Protocol
USB Universal Serial Bus
WCDMA Wideband Code Division Multiple Access
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